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MWHUCTEPCTBO OEPA30BAHUA U HAYKA POCCUNCKOWN ®EQEPALIUK

OEMNAPTAMEHT FOCYOAPCTBEHHOM NOMUTUKU B COEPE
OBLLEr0 OBPA30BAHUA

NMUCbMO
ot 14 mas 2018 r. N 08-1184

O HAMPABJIEHUM UHOOPMALIUA

[enapTameHT rocygapCTBEHHOW MoOnMMTUKM B cdepe obuwiero obpasoBaHus MuHobpHaykn Poccun
HanpaBnseT And cBedeHus pa3paboTaHHble BpemeHHon komuccmen CoseTa ®Pepepauum nNo  pas3BUTUIO
MHGOPMALMOHHOrO 00LlecTBa MeToAMYECKME PEeKOMEHAAUUM O pasMeLleHMM Ha MHGOPMAaUUOHHBIX CTeHAax,
oduumanbHbIX MHTEPHET-CaWTax U Opyrmx MHGOpPMaUMOHHBLIX pecypcax obLieobpasoBaTenbHbIX OpraHu3auuin u
OpraHoB, OCYLLeCTBMSAWUX ynpaeneHne B cdepe obpasoBaHus, MHpopMauum o GesonacHOM MOBEAEHUU U
ncrnonb3oBaHuu cet "UIHTepHeT".

Oupektop OenaptameHTa
A.E.NMETPOB

MpunoxeHwne

METOAUWYECKUE PEKOMEHOALIUU
O PASMELLEHUU HA UH®OPMALIMOHHbIX CTEHOAX, O®PULUMNATIbHbIX
WHTEPHET-CAUTAX U APYITMX UH®OPMALIMOHHbIX PECYPCAX
OBLLUEOBPA30OBATENbHbIX OPFAHU3ALIUA N OPFAHOB, OCYLLECTBNAIOLMUX
YNPABJIEHUE B C®EPE OGPA30BAHUA, UH®OPMALIUKN O BE3ONACHOM
NOBEOEHUU N UCNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn 1 uneHamu BpemeHHon komuccum Coseta Pepepauumn no passBuTUo MHAPOPMALMOHHOMO
obuecTBa B paMkax BbINOMHEHNS pekoMeHAauun napnameHTCKkux crnywaHui "AkTyanbHble BONPOCkl obecneyeHus
6esonacHoCTV 1 pa3BuTUA AeTen B MHPOPMaLMOHHOM NPOCTpaHCTBE", koTopble npolnn B CoseTe ®egepaummn 17
anpensa 2017 r., 6binn pasdpaboTaHbl MeTOOMYECKME peKOMeHAauuM O pasMelleHWM Ha MH(OPMaLMOHHbIX
cTeHOax, oduuManbHbIX WHTEPHeT-canTax W ApYrMx WHGPOPMAUMOHHBLIX pecypcax obleobpasoBaTenbHbIX
OopraHuMsaumii U OpraHoB, OCYLLECTBMALMX yrnpaBneHwe B cdepe o6pasoBaHus, nHdopmaumm o 6esonacHoM
noBeAeHMN 1 UCMoNb30BaHWKM ceTn "VIHTepHeT" (Qanee - MeToan4yeckMe pekoMeHaauum).

MeToguyeckne pekomMeHOauMn HanpaBlieHbl Ha KayeCTBEHHOE MOBbILWEHWE YPOBHS MHM(OPMaLVNOHHOM
aedarenbHocTn 00LeobpasoBaTenbHbIX OpraHM3aumii M OpraHoB, OCYLLECTBNALWMX YnpaeneHne B cdepe

obpasoBaHMsa, B 4YacT WHOPMUPOBaAHUSA YyYalUMXCH, WX poguTenen (3akoHHbIX MpeacTaBuTenen) wu
negarornyeckmx paboTHMKoB 06 OCHOBHbLIX acnekTax MHOpPMaLMOHHON Be3o0nacHOCTU.

MeToamnyeckne pekomMeHdauun no3BonAT  obuweobpasoBaTeNnbHbIM — OpraHu3auusiMm U OpraHam,
OCYLLECTBMSAIOWMM ynpaBneHne B cepe obpas3oBaHWs, akTyannsamMpoBaTb YKe UCMOoNb3yeMble U pa3MeLLEHHbIE
MHpOpMaUMOHHbLIE MaTepuarnbl, Tak U NOArOTOBUTb UX B CIlydae MX OTCYTCTBUSI C YY4ETOM JlyylMX MPaKkTUK U
pekomMeHaauuin.

B pamkax meTogmnyecknx pekoMeHgauun paccmaTpuBatoTcs cnegyowme NHCTPYMEHTbI:

1. NHpOPMAaLMOHHbIE CTEHADI;

2. obmuymaneHble UHTEPHET-PECYPChl;

3. cpeacTBa MaccoBow MHGOPMAaLMK (LLUKOMNbHbIE ra3eThl, Neaarormieckne n3gaHus u gpyrue).

WUHdpopmaLmoHHbIe cTeHAabI
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Ha wuHdopMaunoHHbIX cTeHdax B o06Lueobpa3oBaTeslbHbIX OpraHM3auusiX, pPacrnofioXXeHHbIX B dore
yypexgeHmn n B kabuHeTax, OCHaLLEHHbIX NepcoHarnbHbLIMW YCTPOMCTBAaMM ANis Bbixoga B ceTb "MHTepHeT",
pekoMeHOyeTCs pa3MecTUTb WH(OPMAUMOHHbIE MaMSTKW, COAEepXalime OCHOBHble COBEeTbl MO obecnevyeHuio
NMHGOPMAaLMOHHOM 6Ee30MacHOCTH YYaLLMXCS.

B npunoxeHun N 1 kK MeTOAUYECKMM pekoMeHaauusam npeacTasneH obpasel NaMaTku AN pasMeLleHns Ha
MHPOPMALIMOHHBIX CTEHAAX.

CpeacTtBa maccoBol uHcdopmaLumm

B cpeactBax mMaccoBow MHOpMaUnMW, OPUEHTUPOBAHHBIX Ha OBy4YaloLMXCS, PeKoOMeHOyeTCcs B TeuveHue
yyebHoOro roga perynsipHo ny6rnukoBatTb MHOPMALMOHHbIE MaTtepuansbl, MNOCBSALWEHHbIe OTAENbHbIM acnekram
nHOpMaLMOHHON 6e30nacHOCTY, a Takke pa3nuyHble NaMaTkn o6LLero xapakrepa.

B cpeactBax maccoBor MHGOPMaUMK, OPUEHTUPOBAHHbLIX Ha MeJarornyeckylo  ObLLEeCTBEHHOCTb,
pekoMeHAyeTCs B TeyeHue KaneHOapHoro roga perynsapHo nybnukosaTb WHGOPMaLMOHHbIE MaTepuansl,
MOCBSILLLEHHblE OTAENbHbIM acnektam WHpopMaLUnoHHOW 6e30MacHOCTU Kak HEeCOBEPLUEHHOMETHUX, Tak W
obuweobpa3oBaTenbHbIX OpraHusauui, a Takke pasnuyHble namaTkM, 00630pbl  HOPMAaTUBHO-MPAaBOBOro
perynupoBaHus gaHHow cdepbl U MHPOPMALIMIO O aKTyanbHbIX MEPONPUSATUSX U COBLITUAX B AaHHOW cdepe.

B xome npoBeaeHuss EguHoro ypoka no 6esonacHoctn B cetu "UHTepHeT" pekomeHayeTcsi obecneunTb
BbIMYCK TEMaTMYeCcKoro BbiMycka CpeacTBa MaccoBOM MHGoOpMauunm nnbo cepun nybnukauumi, cpeam KOTopbIX
paccMOTPETb OpraHN30BaHHbIE MEPONPUATUSA A5 00yYaloLmnXcs, X poauTenen (3akoHHbIX NPeAcTaBUTENEn) u
negarornyeckomn obLLEeCTBEHHOCTN.

OdwmumansHble UHTepHeT-pecypchbl

O6uleobpa3oBaTenbHbIM OpraHn3aLmsaM pekoMeHOyeTcsa Ha CBouxX oduumnanbHbiX VIHTEpHET-pecypcax
obecneunTb YHKUMOHMPOBAHME CaMOCTOATENBHOrO W CneuvanuanpoBaHHOro pasgena "VMHdopmauMoHHas
©e30nacHoOCTb", B pamkax KOTOPOro NpeAycMOTPETb pasMeLLeHne crieaytoLlen nHopmauun:

N Pasgen/nogpasgen | ®opmat npeactaBneHus CogepxaHue matepvanos
mMaTepuanos
1. |JlokanbHble Konunn fokymMeHTOB B PasmeLllatoTca konum AOKYMEHTOB, T.€.

HOpMaTUBHbIE aKkTbl B | popmaTe *PDF CKaHMPOBaHHbIN BapuaHT JOKYMEHTa,
cthepe obecneyveHus COOTBETCTBYOLLUIA TpebOBaHUAM K
VMHOPMaLMOHHOW napamMeTpam CKaHMpPOBaHMS.
Ge3onacHocTn PasmeLyatoTcs JOKYMEHT,
obyvatoLmxcs pernaMmeHTUpyoLmne opraHM3aumio m

paboTy C NnepcoHanbHbIMU AAHHBIMM,
nnaHbl MEPONPUATUIA NO obecneYveHmno
WH(OpPMaLMOHHOM Be30nacHOCTU
obyyvarowmxcsa n gpyrue.

2. |HopmatusHoe Konunu gokymeHTOB B My6nukyroTCca akTyanbHble CBEAEHMUS O
perynvpoBaHue dopmate *PDF deaeparnbHbIX U perMoHarnbHbIX 3aKOHax,
nMcbMax OpraHoB BiacTu 1 gpyrue
HOPMAaTUBHO-NPAaBOBbIE JOKYMEHTHI,
pernameHTupytone obecneveHne
WHOpPMaLMOHHOM Be30nacHOCTU
HecoBepLUueHHoneTHUX. [lonyckaeTcs
BMECTO KOMWI pasmeLlaTb rmnepcebiiiki Ha
COOTBETCTBYIOLLME AOKYMEHTHI Ha canTax
OpraHoB rocyapCTBEHHOW BnacTu.
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3. Neparornyecknm TekcT Ha cTpaHuue Pa3mellatotcs metoanyeckme
paboTHUKam canTa pekoMeHaaumn N ykasblBaeTcs
Konunn nokymeHTOB B WHopMaLINGa O MeEPONPUATUSIX, MPOEKTax
dopmarte *PDF W nporpaMmmax, HarnpasJIieHHbIX Ha

noBbILLIEHNE MHPOPMALMOHHOM
rPamMoTHOCTM NeJarorm4ecknx padboTHUKOB.

4. | Obyvyarowmmes TekcT Ha cTpaHuue PasmellaeTca nHopMaLmMoHHaa namsaTka
cavita (npunoxeHue N 2) n ykasbiBaeTcs
WMHopMaLNst O MEPONPUSTUSIX, MPOEKTaX
1 NporpaMmax, HarnpaBfeHHbIX Ha
NnoBbILLIEHUE MHOPMALMOHHOM
rPamMoTHOCTM OBy4YatoLLmXCs.

5. Pooutensam (3akoHHbIM | TEKCT Ha CTpaHuLe PasmellaeTca nHopMaLmMoHHaa namsaTka
npeacTaBUTEnNsam) cavita (npunoxenue N 3).
obyuvatouxcs

6. |[Oetckue 6e3onacHble | TEKCT Ha CTpaHuue PasmeluaeTca nHgopmauus o
canTbl canTa peEKOMEHYEMBbIX K UCMOMb30BaHMIO B

y4ebHOM npoLiecce H6e3onacHbix canTax,
©aHHepbl 6e30nacHbIX 4ETCKUX CauTOB.

OpraHam, ocyLLecTBNALWNM yrpaBrneHne B cpepe obpa3oBaHUs, peKkOMEHAYETCS Ha CBOMX oduumnanbHbIX
MHTepHeT-pecypcax obecneuntb (YHKLUVNOHMPOBAHUE CaMOCTOATENBHOIO M CNeunanvM3npoBaHHOIO pasgena
"MiHdopMaumoHHasa 6e3onacHOCTL", B paMKkax KOTOPOro NpeaycMoTpeTb pa3melleHne cnegyowen nHpopmaumm:

MpunoxeHne N 1

NAMATKA )
NS OBYYAIOLLMXCA O6 MHOOPMALIMOHHOW BE30MNACHOCTU AETEW

HENb3A

1. Bcem nogpsig coobuiate CBOK YacTHY MHOpMauuio (HacToswme 1Mms, pamunuio, TenedoH, agpec,
HOMep LUKONbI, a Takke poTorpadum cBon, CBOEN CeMbU 1 ApYy3en);

2. OTKpbIBaTb BNOXEHHbIE (Pansibl 3NEKTPOHHOW MOYTLI, KOrAa He 3Haellb OTnpaBuTens;
3. pybuTb, NpuanpaTbCs, OKasblBaTh AABMEHWE - BECTU cebs HEBEXMBO N arpeCcCuBHO;
4. He pacnops»kancsa geHbramm TBoen cemMbu 6€e3 paspelLueHus cTaplumx - Bcerga crnpalivsan pogutenen;

5. He BcTpevancsa ¢ VHTepHeT-3HaKOMbIMW B pearibHOM XW3HU - MOCOBETYWCHA CO B3pPOCIMbIM, KOTOPOMY
JoBepsiellb.

OCTOPOXHO

1. He Bce nuwyTt npaBay. YnTtaews o cebe HenpaBay B NHTepHeTe - coobm 06 3TOM CBOMM pPOAUTENSIM
nnn onekyHam;

2. anFJ'IaLLIalOT nepenncbiBaTbCA, UrpaTtb, obMeHuMBaTbCA - npoBepPb, HET T NOABOXA,

3. He3akoHHoOe konupoBaHue dannos B VIHTEpHETe - BOPOBCTBO;
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4. Bcerga pacckasbiBai B3pocCibiM 0 Npobriemax B CETU - OHW Bcerga nomMoryT;

5. Vcnonb3yit HacTpolikn 6e30nacHOCTU 1 NMPUBATHOCTU, YTOGbI He NMOTEepsiTb CBOW akKayHTbl B COLICETSIX U
ApYrux nopranax.

MOXHO
1. YBaxan gpyrux nonb3oBaTenen;
2. MNonb3ayelbes MHTepHET-UCTOYHUKOM - iernan CCbIfKY Ha Hero;
3. OTKpbIBaN TOMbKO TE€ CCbINKU, B KOTOPbIX YBEPEH;
4. O6LwaTtbcsa 3a NOMOLLbIO B3POCHbIM - pOAUTENN, ONEKYHbl U aAMUHUCTPALMS CanToB BCeraa nomMoryT;

5. Mpongn obyyeHune Ha carTte "CeTeBUYOK" 1 NOMyYn NacnopT LMdpPoBOro rpaxaaHuHal

Mpunoxexune N 2

WH®OPMALIMOHHAA NMAMATKA
Ona OBYYAKOLWMXCA AnA PASMELLEHUA
HA O®ULUMATIbHbIX UHTEPHET-PECYPCAX

C kaxgblM rogoM Monogexu B MHTEPHETE CTaHOBUTbLCA Oonblue, a WKONbHUKA OOHN M3 CaMbIX aKTUBHbIX
nonb3oBaTtenen PyHeTa. Me>+qJ,y TEéM, MOMMMO OFpOMHOro KoJim4ecTtBa BO3MOXHOCTEMN, WHTEPHET HeceT U
I'Ip06]'leMbI. OTa namsaTKka JormkHa nomoyvb Tebe 6e3onacHo HaxoanTbCs B CETH.

KomnbloTepHblie BUPYCbI

KomnblOTEPHBIA BUPYC - 9TO Pas3HOBMAHOCTb KOMMbLIOTEPHBIX MPOrpamMM, OTNNYUTENLHOW OCOBGEHHOCTHIO
KOTOPOW $BMASETCA CMOCODHOCTb K pasMHOXEHWo. B gononmHeHwe K 3TOMy, BUPYCbl MOTYT MOBPEauTb Wnu
MOMHOCTBI YHUYTOXUTb BCe (painbl U AaHHbIE, MOAKOHTPOSbHbIE MOMb30BATEMN, OT MMEHM KOTOpOro Obina
3anyLleHa 3apakeHHas nporpamMma, a Takke NOBpeAuTb UMK AaXe YHUHTOXUTb ONepaLmoOHHYI0 CUCTEMY CO BCEMMU
hannamm B Luenom. B 6onbLIMHCTBE CriyvyaeB pacnpoCTPaHSTCS BUPYChl YEPE3 UHTEPHET.

MeTogbl 3aWuUTLI OT BPEOOHOCHbLIX NporpamMmm:

1. Wcnonb3yii COBpeMeHHble OnepauMoHHbIE CUCTEMbl, UMENLe Cepbe3Hbli YpOoBeHb 3allMTbl OT
BPEAOHOCHBIX MPOrpamm;

2. MocTosAHHO yCTaHaBnmBan nadvytn (UMdpoBbIe 3annaTku, KOTOpble aBTOMaTU4eCKn yCTaHaBnMBAaKOTCH C
uenbo AopaboTkn nporpaMmmbl) U Apyrime oBHOBMEHWS CBOEW OnepalnoHHON cucTeMbl. CkaumBal MX TOMbKO C
odhmumanbHoro canta paspabotyunka OC. Ecnu cywlecTByeT pexnMm aBToMaTtuyeckoro o6HOBMNEHNS, BKIOYM €ro;

3. PaboTan Ha cBOeM KOMMbIOTEPE MOA MpaBamu Monb3oBaTens, a He agMUHUCTpaTopa. OTO He Mo3BONUT
OONbLUMHCTBY BPEAOHOCHBIX MPOrpamMmm UHCTanMpoBaTbCs HAa TBOEM MEPCOHaNbHOM KOMMbIOTEPE;

4. Vicnonb3y aHTMBUPYCHblE MPOrpaMMHble MPOAYKTbl M3BECTHbLIX MPOU3BOAUTENEN, C aBTOMATMYECKUM
obHoBneHnem 0as;

5. OrpaHnyb 13nNYECKMin 4OCTYN K KOMMNbIOTEPY OJ1si MOCTOPOHHUX UL

6. Micnonb3yi BHELWHNE HOCUTENN MHAOPMaL MK, Takue kak dneLwka, AUCcK unu gann u3 nHTepHeTa, TONbKO
M3 NpoBepeHHbIX NCTOYHUKOB;
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7. He oTkpbiBam KOMMNbIOTEPHbIE (halnbl, MOMyYEHHbIE U3 HEHaAeXHbIX WCTOYHMKOB. [daxe Te dannbl,
KOTOpble npucnan TBOW 3HaKoMbIN. Jlyylle yTOYHM Y HEro, OTMPaBnsAn N oH Tebe nx.

Cetu WI-FI

Wi-Fi - 3TO0 He BuA nepegayn OaHHbIX, HE TEXHOMOrMMSA, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
Huaeprnanackass KomnaHus 3apeructpupoBana 6bpeHg "WECA", uto ob6osHavano cnoBocodeTaHue "Wireless
Fidelity", koTopbIi nepeBoanTcs Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn powrna pgpyrass abbpeBuartypa, KOTopas SIBMSIETCA TaKOM Xe TexHorornen. ITo
abbpesuartypa "Wi-Fi". Takoe Ha3BaHue ObINO JAaHO C HAMEKOM Ha CTaHAapT BbiCLLEen 3ByKOBOW TexHukn Hi-Fi, yto
B NepeBoe 03HavyaeT "BbICOKasi TOYHOCTL".

[Oa, GecnnaTHbIN MHTEPHEeT-A0CTyNn B Kad)e, oTeNAX M asponopTtax dABrdAeTcsa OTNNYHON BO3MOXXHOCTbLIO
BblXO04da B UHTEPHET. Ho mHorune 9QKCNEepPTbl CHUTAKOT, YTO o6u.|,e,u,00Tyng|e Wi-Fi ceTn He siBnsaoTCcs 6e3onacHbIMu.

CoBeTbl No 6e3onacHocTM paboTbl B 06LeaocTynHbix cetax Wi-fi:

1. He nepepaBai cBOl nu4YHy0 MHopMauuio 4epe3 obuwepoctynHble Wi-Fi cetn. PabGotas B HuX,
)XenaTtenbHO He BBOAMTb NMaponuv JOCTyna, NOrMHbI U Kakne-To HOMepa;

2. Vicnonb3yi n o6HOBNAN aHTUBMPYCHbIE NporpamMmbl 1 6GpaHamayep. Tem cambiM Tbl 0b6e3onacuilb cebs ot
3aKa4ku BMpyca Ha TBOe YCTPOMNCTBO;

3. Mpu ncnonbzosaHum Wi-Fi oTkntoun doyHkumio "O6wmin gocTyn Kk dparnam u npuHtepam"”. aHHasa dyHKums
3aKpbiTa MO YMOMNYaHWIO, OOHAaKO HeKOTOpble MOoNb3oBaTenu akTUBMPYIOT ee Ans yaobcTBa MCNOMb30BaHWUS B
paboTe nnu y4ebe;

4. He ucnone3yn nyonuunbin WI-FI ang nepegaym nuuHbIX AaHHbIX, HANpMMep Ans Bbixo4a B coumnarnbHble
CETUW UIN B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yin TonbKo 3awmeHHoe coeguHeHne deped HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAN UMeHHO "https://";

6. B mobuneHom TenedoHe oTkmoum dyHkumio "Mogknovenme k Wi-Fi aBTomatmdecku”. He gonyckan
aBTOMaTU4ECKOro NoAknoveHus yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

CoumanbHble ceTU akTUBHO BXOASAT B Hally XW3Hb, MHOTME noan paboTalroT U KMBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apeructpumpoBaH MunnuMapg YenoBek, YTO SBMSieTCS O4HOM CeabMOW BCEX XWUTemnew nnaHeThbl.
MHorve nonb3oBaTeny He NMOHMMAKT, YTO MHpOpMaLUs, pasMeLLeHHass MU B COLMarbHbLIX CETAX, MOXET ObITb
HalgeHa 1 ucnonb3oBaHa KeEM YrogHo, B TOM Yncne He ob6sa3aTensHo ¢ 6naruMm HamepeHUsMu.

OcHoBHble coBeTbl N0 6€30MacHOCTM B COLMAnbHbIX CETAX:
1. OrpaHunyb cnuncok apy3en. Y 1ebs B Apy3bsx HE AOMKHO ObITb CRyYanHbIX U HE3HAKOMbIX flogen;

2. 3awyan cBOK YacTHYIO XM3Hb. He ykasbiBall naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHUs U
APYTYIO NTMYHYI0 MHDOpMALMIO. 3MOYMBILLNIEHHMKM MOTYT MCMNOSb30BaTb Aaxe UHGOPMaLMio 0 TOM, Kak Tbl U TBOM
POAMTENM NNaHupyeTe NPOBECTU KaHUKYIbI;

3. 3awmwwan ceo penyTaumio - OepXU ee B YNCTOTE U 3agaBan cebe Bonpoc: xoten Obl Thl, YTOOLI Apyrue
nonb3oBaTeny BUAENM, YTO Thbl 3arpyxaewb? MNogyman, npexae Yem 4To-To onyonmMkoBaTb, HaNUcaTb U 3arpyaunThb;

4. Ecnu Tbl roBOpWLLb C NoAbMU, KOTOPbLIX HE 3Haellb, He UCMONb3yi CBOe peanbHoe UMS U APYryo NINYHYHO
MHpOPMaLIMK: UMSI, MECTO KUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmelleHuns cotorpacdun B UHTepHeTe, rae Tbl M306pakeH Ha MECTHOCTW, MO KOTOPOWN MOXHO
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onpenernintb TBOE MECTONOJIOXKEHNE;

6. MNpwn peructpaumm B coumanbHON CeTU HEOOXOAMMO NCMONb30BaTh CIOXHbBIE NApon, CocTosWwme U3 OykB
N uMdp M C KONNMYECTBOM 3HAKOB HEe MeHee §8;

7. Ans coumanbHOW ceTu, NOYThbl M APYrMX cCanToB HeobxoaMmMo Ucrnonb3oBaTh pasHble naponu. Torga ecnu
Tebsi B3rIOMaloT, TO 3M0YyMbILLUMIEHHMKM NOMyYaT AOCTYN TONbKO K OAHOMY MECTY, a He BO BCe cpaasy.

OneKTpoHHbIe AeHbIU

OneKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIN Cnocob nnaTexen, 0O4HAKO CYLLECTBYIOT MOLLEHHUKN, KOTOpbIE
XOTSAIT NONYYNTb 3TU AEHbIN.

OneKTPOHHbIE AeHbIM MOSIBUIIMCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOTMX rocyaapcTBax A0 CuX
rMop He NPOMICaHO MPO HUX B 3aKOHAX.

B Poccun xxe OHM (PYHKUMOHMPYIOT M O HUX YXe MPONUCaHO B 3aKOHe, rae WX pasfensioT Ha HEeCKOSbKO
BMOOB - @HOHWMHbIE WU HE aHOHWMHble. Pa3dHuua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbLIX paspeluaeTcs
npoBoanTb onepauun 6e3 naeHTMdurKaumMn nonb3oBaTensi, a B HEAHOHWMHbIX WAEHTU(MKALUUSA nonb3oBaTens
ABnseTca oba3aTenbHON.

Tarke cnegyeT pasnuyatb 3NEKTPOHHble MaTHble AeHbrM (PaBHbl FOCYAapCTBEHHbIM BarnTam) U
3MNEKTPOHHbIE HepmaTHble AeHbrM (He paBHbI TOCYAapCTBEHHbIM BanoTam).

OcHoBHEIe coBeTbl No 6e3onacHon pa60Te C ONEKTPOHHbIMU OEeHbramMu:

1. MpuBSHKM K c4ETY MOBUITbHBIA TeNnedoH. OTO caMbli YAOOHLIN M ObICTPLIN CNOCO0 BOCCTAHOBUTL AOCTYN K
cueTy. puBA3aHHbIN TenedoH NMOMOXET, ecnu 3abyadellb CBOW MaTEXHbI Napoflb UMW 3aidellb Ha canT C
HEe3HaKoOMOro YCTPOMCTBa;

2. Vicnonb3y ogHopasosble naponu. Nocne nepexoda Ha yCcuneHHyko aBTopusaumio Tebe yxe He Gypet
yrpoXxaTtb OMacHOCTb KpaXku Unn nepexesaTa NraTeXHoro napons;

3. Bbibepu crnoxHein naponb. pectynHukam OyaeT He MpOCTO yragatb COXHbBIA Naponb. HapexHble
naponu - 3To Naponun, KOTopble coaepaT He MeHee 8 3HAKOB M BKMNOYatloT B cebsi CTPOYHbIE U MPONUCHbIE BYKBbI,
UMdpbl U HECKONMbKO CUMMBOJSIOB, TakMe Kak 3HaK gonsapa, yHTa, BOCKNMUAaTenbHbIM 3HaK v T.n. Hanpumep,
$tRONg!;;

4. He BBOAW CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM HE NJOBeEpAeLlb.
OneKTpoHHas noyTa

OneKTpoHHasd MnoyTa - 3TO TEXHOMOMMA U MNpPedoCTaBNsieMble €0 YCMyrM MO MEepechiike U MOSyYEeHUIo
3MEKTPOHHbIX COOOLLEHWI, KOTOpbIE pacnpeaenstoTca B KOMMNblOTEepHON ceTu. OBbIYHO 9MEKTPOHHBIN MOYTOBLIN
AWVK BbIMMSAMT criegylowmm obpas3oM: MMs_MNonb3oBaTensa@yMs_OoMeHa. Takke Kpome nepedadn npocToro
TEeKCTa, UMeeTCHa BO3MOXHOCTb nepeAasaTtb hannbl.

OcHoBHble coBeTbl N0 6e3onacHown paboTe ¢ 3NeKTPOHHOW NOYTON:

1. Hago BbiOpaTb NpaBWibHbIA MOYTOBLIN CepBUC. B MHTepHeTe ecTb OrpoMHbIA BbiOOp GecnnaTHbIX
MOYTOBbBIX CEPBUCOB, OOHAKO fNy4lle AOBEPSATb TEM, KOO 3HAELLUb M KTO NepBbli B PENTUHTE;

2. He ykasbBan B MWYHOW noyvTe JnuYHyl  uHdopmauuo. Hanpumep, nydwe BbiGpaTb
"My3blkanbHbIN_haHat@" nnm "pok2013" BmecTto "temal3";

3. Ncnonb3yit AByxaTanHyo aBTopusaumio. ATo Korga NoMMMO Naporist HY)XHO BBOAWUTb KOA, MPUCHINaeMbli
no SMS;

4. Bbibepy cnoxHbIN naposnb. [nst Kaxxaoro noYToBOro Auimka SOMmKeH ObiTb CBOM HaAEXHbIA, YCTONYMBBIN K
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B3J10MY Naporib;
5. Ecnn eCcTb BO3MOXHOCTb HanucaTb camMomy CBOW NUYHbIN BOIMpOC, VICI'IOJ'IbSyVI 3TY BO3SMOXHOCTb;

6. Vicnonb3yii HECKOMbKO MOYTOBbLIX ALWMKOB. MepBbin ANA YaCTHOW Nepenucku ¢ agpecatamm, KOTOpbIM Thbl
AoBepsellb. JTO ANEKTPOHHLIN aapec He Hago UCMONb30BaTh NPU perncTpaunm Ha hopymax u cantax;

7. He oTkpbiBan hanbl n gpyrue BAOXEHUs B NMUCbMax, Aaxe ecrnn OHW NpULLInM oT TBouX Apy3en. Jlyywe
YTOYHM Y HUX, OTNPABIANN N1 OHKN Tebe 3Tn dannel;

8. Nocne okoH4YaHMsa paboTbl Ha MOYTOBOM CEPBUCE NEpes 3aKpbITUEM BKIAAKU C CAaNTOM He 3abyab HaxaTb
Ha "Bbiitin".

Kn6epO6ynnuHr unm BuptyanbHoe nsgeBaTenbCTBO

KubepbynnuHr - npecnegoBaHue cOOGLUEHUsMU, cogepXalmmmn ockopbneHusa, arpeccuio, 3anyrmBaHue;
XYJIMraHCTBO; coLmanbHoe OOMKOTMPOBAHME C MOMOLLIbIO PA3STUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl Mo 6opbde ¢ knbepOynnmMHrom:

1. He 6pocancsa B 6on. Jlyuwmin cnocob: nocoBetoBaTbCs Kak cebst BECTU U, €CNN HET TOro, K KOMY MOXHO
obpaTtuTbCd, TO BHavane ycnokoutbcs. Ecnv Tbl Ha4YHELLb OTBEYaTb OCKOPONEHMAMM Ha OCKOPOMNEHMs, TO TOMbKO
elle Gonblue pas3oxokellb KOHQIUKT;

2. YnpaBnsan cBoen knbeppenyTtaunen;
3. AHOHUMMHOCTb B CeTM MHMMas. CyLecTBYOT CNOCOObI BbISICHWUTb, KTO CTOUT 32 aHOHUMHbLIM aKKayHTOM;

4. He cTounT BECTM XYynUraHckuin obpas BUPTyanbHON XWU3HU. NIHTEpPHET (hMKCUpyeT BCE TBOM OENCTBUS U
COXpaHSET ux. YganuTb ux OyaeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogal cBOK BUPTYarbHY YeCTb CMOSOAY;

6. WrHopupyn eguHuyHbln HeratwuB. OgHOpasoBble OCKOPOWUTENbHbIE COOOLLIEHWS Nyylle WUrHOpUpOBaThb.
OO6bIYHO arpeccusi NpekpallaeTcs Ha HavyanbHOW CTaamu;

7. baH arpeccopa. B nporpammax oOMeHa MrHOBEHHbIMU COOOLLUEHMSMU, B COLManbHbIX CETAX eCTb
BO3MOXHOCTb BMOKMPOBKM OTMNPaBKN COOBLLIEHMI C ONpeaeneHHbIX aapecos;

8. Ecnun Tbl cBMngeTens Km6ep6ynnMHra. TBOW OencTeuA: BbICTYNUTb NPOTUB NpecnegoBaTend, nokasaTb emMy,
YTO ero AencTBus OLEHMBAOTCA HEraTuBHO, nogaepXatb XXepTsy, KOTOpOIZ HY>XXHa ncuxonorn4yeckad nomMolLlpb,
coobLWKNTb B3pPOCI1bIM O (baKTe arpeccuBHOro noBegeHnAa B CeTu.

Mo6unbHbIN TenedgoH

CoBpemMeHHble cMapTdhOHbl 1 MAaHWeEThl cogepxaT B cebe BNomHe B3pOCHbIv (DyHKUMOHANM, U Tenepb OHU
MOTYT KOHKYpPMpOBaTb CO CTaLMOHapHbIMU KoMnbtloTepamu. OgHako, cpedcTB 3awuThl Ans nogobHbIX YCTPOWCTB
noka o4eHb Mano. TecTupoBaHMe 1 NMOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCMBHO, Kak ans MK, To xe
camoe KacaeTcsl U MOOWIbHBIX MPUINOXEHNN.

CoBpeMeHHble MOOWIbHble Opaysepbl yXe MNpakTUYecku [AorHanu HacToflbHble aHanoru, OofHaKo
paclumpeHmne yHKUMoHana BredeT 3a cobor 60MnbLIY0 CNOXHOCTb M MEHbLLYIO 3aLUMLLEHHOCTD.

[aneko He Bce Mpou3BOOUTENM BbINyCKaloT OOHOBIEHWSs, 3aKpbiBalOLME KPUTUYECKME YSA3BUMOCTU Ans
CBOUX YCTPOWUCTB.

OcHoBHble coBeThbl Anst 6e3onacHOCTU MOGMBLHOro TenedoHa:

Hunyero He saBnsieTcs no-HacToALemy OecnnaTtHbIM. Ey,D,b OCTOpPOXEeH, Bedb Korga Tebe npegnararoT
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©GecnnaTHbIf KOHTEHT, B HEM MOryT ObITb CKPbITbl Kakme-To nraTHble yCnyru;

Oymaii, npexae vyem otnpasuTe SMS, doTo unm Buaego. Tbl TOYHO 3HaElb, rae OHWM GyayT B KOHEYHOM
ntore?

Heobxogumo o6HOBNSATL ONepaLnoHHY0 CUCTEMY TBOETo CMapTdOHa;
WMcnonb3yi aHTUBUPYCHbIE NporpaMMbl A5 MOBUIbHbBIX TenedoHoB;

He 3arpyxaii npunoXeHuWs OT HEW3BECTHOrO WCTOYHWMKA, BeAb OHU MOTyT cogepXaTb BpegoHOCHOe
nporpamMmmHoe obecneyeHue;

Mocne Toro Kak Tbl BbIRAELb C calTa, raAe BBOAUI NINYHYIO MHGOPMaLMIO, 3ai4M B HAacTporiku Bpaysepa 1
yaanu cookies;

Mepunogmyeckn npoBepsn, Kakne nnaTHbIe YCIyrn akTMBMPOBaHblI HA TBOEM HOMEPE;

[aBan cBor HoOMep MOBUNBHOrO TenedoHa TOMbKO NIAAM, KOTOPbIX Thl 3HAELLb N KOMY JOBEpPSiELLb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrAa Tbl UM He Nonb3yellbes. He 3abbiBan MHOrg4a NpoBepsTh 3TO.
Online urpbl

CoBpeMEHHbIE OHMaMH-UrPbl - 3TO KPacO4Hble, 3axBaTbiBaloWMe pasBreyvYeHusi, 0b6beauHsIoLME COTHU
TbICSIY YerioBek no BceMy mupy. Urpoku mccrnenytoT AaHHbIE UM MUp, OOLWalTcst ApYyr C APYroMm, BbIMOSHSOT
3aaHu1s, CPaXalTCs C MOHCTPaMM 1 NONy4aloT OnbIT. 3a YA0BOMNbLCTBME OHU NNATAT: NOKYNaT AUCK, OnnavymsaoT
aBoHEeMEHT Ny NpUoBpeTatoT Kakue-To onuum.

Bce atu cpenocrtBa MOyt Ha nogaepXaHune wu pas3BuUTne Uurpbl, a TakKke Ha Ccamy 6Ge3onacHocTb:
COBEPLLUEHCTBYHOTCA CUCTEMbI aBTOpU3aLnn, BbIMyCKAaOTCA HOBbl€ NaT4u (LI,VI(*)pOBbIe 3annaTtkm anda nporpaMM),
3aKpbIBAKTCA yA3BMMOCTU CEPBEPOB.

B nogobHbIx nrpax CTouT onacatbCA He CTOJIbKO CBOWUX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctema aBTopu3aummn OonbLlUMHCTBA urp.

OcHoBHble coBeThbl N0 6e30nacHOCTM TBOENO MrpoBOro akkayHTa:

1. Ecnn gpyron urpok Beget cebsi nnoxo mnu cosgaeTt Tebe HenpusaTHOCTM, 3abnoKMpyn ero B Crncke
UrPOKOB;

2. I'Io>|<any|7|c;| agMUHUCTpPAaTOpaM Urpbl Ha NyIoXoe noseaeHmne 3Toro Urpoka, XenaternbHO NPUNOXUTb Kakne-
TO AOKa3aTesrbCTBa B BUAae CKPUHOB,;

3. He ykasbiBai nnyHyo MHopMauuio B npodanne urphbl;
4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnuBan HeoduumnanbHble naTtyn n Moapl;

6. Vicnonb3yi cnoxHble 1 pasHble naponu;

7. Oaxe BO BpemMA uUrpbl HEe CTOUT OTKIOYaTb aHTUBUPYC. Moka Tbl urpaetlb, TBOW KOMMNbKOTEP MOTyT
3apa3nTb.

DULLIMHI UMK KpaXka FIMYHbIX AaHHbIX

OOGbIyHOW Kpaken OeHer N OOKYMEHTOB CEerofHs YyXe HWKOro He yaMBMLb, HO C PasBUTMEM WHTEpPHET-
TEXHOMOrMI 3rI0YMbILLITEHHUKM NEPEMECTUIUCD B UHTEPHET, U NPOAOIKAOT 3aHMMAaThCs "NniobuMbIM" geriom.
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Tak nosiBuNacb HoBas yrposa: MHTEPHET-MOLLUEHHUYECTBA U OULLIMHF, FNaBHas Lenb KOTOPOro COCTOUT B
nonyyeHnn KoHUAeHUnanbHbIX JaHHbIX Nonb3oBaTenen - nNorMHoB M naponen. Ha aHrnuiickom saseike phishing
yntaeTcs kak puwmnHr (ot fishing - peibHas nosns, password - Naponb).

OcHoBHbIe coBeThbl No 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBovM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Oblna B3noMaHa, To Heo6xoAMMo
3abrokupoBaTh ee 1 CoobLMTbL agMUHNCTPaTopaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. V|CI'IOJ'Ib3yl7I Ge3onacHble Be6-caiTbl, B TOM 4KcCne, MHTEPHET-MarasmHoB 1N NMONCKOBbIX CUCTEM;

3. Vicnonb3yi cnoxHble U pasHble naponu. Takum obpasom, ecnu 1ebs B3NOMAKOT, TO 3M10YMbILLNEHHUKN
nony4aTt AOCTYnN TOMNbKO K O4HOMY TBOEMY MPOMUII0 B CETH, a HE KO BCEM,;

4. Ecnn Tebs B3noManu, To Heobxoaumo nNpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble fobaBneHbl y Tebs
B OpYy3bsX, O TOM, 4YTO TebA B3nOManu 1, BO3MOXHO, OT TBOEro MMeHu OyaeT paccbinatbCs Cnam U CCbIfkU Ha
(P1LLMHIOBbIE CalThI;

5. YcraHoBu HagexHbin naponb (PIN) Ha MOBUMbHBIN TenedoH;
6. OTknoun coxpaHeHve napons B 6paysepe;

7. He oTkpbiBan dannbl 1 gpyrne BRNOXeHUs B MMCbMax, AaXe €CN OHU MPULLINKM OT TBOMX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPaBANN N1 oHn Tebe aTn dhanneol.

UndpoBas penytauus

Lindbposas penyTtaums - 370 HeratMBHas Unm nNo3nTuBHas MHgopmauns B cetn o Tebe. KomnpomeTupyowas
nHdopmaums, pasMeLleHHas B MHTEpHeTe, MOXET cepbe3HbiM 06pa3oM OTPasUTbCH Ha TBOEW pearnbHOW >XU3HW.
"LUndpoas penytaumsa” - 3To TBOW UMUK, KOTOPbIN hopMupyeTcs M3 nHdopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XWUTENbCTBA, yqe6b|, TBOE CbVIHaHCOBOS nonoXxeHune, 0cobeHHOCTH Xapaktepa U pacckasbl O
OGrM3KuX - BCE 3TO HaKanJIMBaeTCs B CETU.

MHorne nogpocTKM NErkoMbICIIEHHO OTHOCATCS K nybGnukauuu nuyHon wuHdopmauum B WMHTepHeTe, He
NOHMMas BO3MOXHbIX NocneacTBun. Tel faxe He CMOXeLb JoragaTthCsl O TOM, YTo dhoTorpadus, pasMeLleHHas 5
neT Hasag, cTana npuUYMHOM OTKasa NpUHATL Tebs Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBoux dpotorpadoun n gpyrme geNcTBmust MOryT HE MCYE3HYTb Aaxke nocre Toro,
KaK Tbl MX yganuiib. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHopmMauuto, nonana nm oHa B MOWCKOBbIE CUCTEMbI U
coxpaHunach N OHa, a rMmaBHOEe: YTo NoayMatloT o Tebe okpyXaroLme Noau, KOTopble HangyT 1 yBuaaT a1o. Hantu
NHGOPMaLMIO MHOTO fET CNYCTA CMOXET Mobon - Kak u3 gobpbix NoByXAeHUn, Tak N C HaMepeHNeM NPUYNHUTL
BpeA. ITO MOXET ObITb KTO YrogHO.

OcHOBHbIE COBETbI MO 3almTe LMPOBON penyTaunm:
1. MNogyman, npexae Yyem 4YTo-TO Ny6nMKoBaThb M NepenasaTth y cebsi B 6Griore unu B counanbHOM CETH;

2. B HacTponkax npodunsa yCTaHOBU OrpaHuUYeHuMst Ha NPOCMOTP TBOEro npoduns M ero CoaepXmmoro,
caenan ero Tonbko "ang apysen";

3. He pa3meluaii 1 He ykasbiBall MHOPMaLMIO, KOTOpasi MOXET KOro-iMbo 0CKopONsTe UK o6MKaTb.
ABTOpCKOe npaBo

CoBpeMeHHble LLKOMNbHMKM - aKTUBHbIE MOMb3oBaTeny umMgpoBoro npoctpaHcTBa. OgHako Janeko He Bce
3HalT, YTO NOMb30BaHME MHOTMMMM BO3MOXHOCTAMM UUGPOBOrO Mupa TpebyeT cobniogeHus npae Ha
WHTENNeKTyansHyt COGCTBEHHOCTb.
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TepMuH "uHTennekTyanbHass COOCTBEHHOCTbL" OTHOCUTCS K Pa3fuYHbiM TBOPEHUSAM YerioBEeYEeCKOro yma,
Ha4YMHas C HOBbLIX M30OpPEeTEHMN N 3HaKoB, 0603HaYalOWMX COBCTBEHHOCTbL Ha NPOAYKTbLI U YCIyrn, U 3akaH4nBas
KHuramu, dotorpacpumsamMmm, KWUHOOUNbMaMu U My3blKkarbHbIMU NMPOU3BEAEHUSIMUA.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEKTyanbHyl0 COGCTBEHHOCTb Ha NMPOWU3BEAEHNS HayK1, NUTepaTypsbl
N UcKyccTBa. ABTOPCKME NpaBa BbICTYMalOT B KAYECTBE rapaHTUM TOro, YTO UHTENNEKTYarnbHbIN/TBOPYECKUIA Tpya
aBTopa He GyaeT HanpacHbIM, 4acT eMy cripaBeaMBblE BO3MOXHOCTU 3apaboTaTth Ha pesynbTatax CBOero Tpyaa,
nonyynTb W3BECTHOCTb M npu3HaHue. HukTo 6e3 paspelleHnss aBTopa He MOXEeT BOCMNpPOM3BOAUTb €ro
npoussefeHne, pacnpocTpaHsaTb, NyGNMYHO AEeMOHCTPMPOBaTh, NpodaBaTth, MMMNOPTMPOBATL, NyckaTb B Mpokar,
NyGNNYHO UCTIONHATb, NOKa3blBaTb/UCMONHATL B 3dupe unv pasmellaTs B IHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpammHoro obecneyeHus MoxeT NMPUBECTUM K MHOTUM pUCKaM: OT noTepu
AaHHbIX K TBOMM akkayHTam OO GrIOKMPOBKM TBOErO YCTPOMCTBA, rAe yCTaHOBMeHa HerneranbHasi nporpamma. He
CTOMUT Takxke 3a0blBaTb, YTO CYLLECTBYIOT feranbHble U 6ecrnnaTHble NporpaMmMbl, KOTOPbIE MOXHO HaWTU B CETU.

O nopTtane

CeTeBMYOK.ph - TBOW IMaBHbIi COBETYMK B CeTU. 3[4ecCb Tbl MOXELWb Yy3HaTb O Ge3onacHocTU B ceTu
MOHATHBIM W OOCTYMHBIM SI3bIKOM, a NMPU BO3HUKHOBEHUWN KPUTUYECKON CUTYaUMn 0BpaTuTbCs 3a COBETOM. A Takke
NPUHSATL y4acTMe B KOHKYpCax U cTaTb cambiM LMPOBbLIM rpaxaaHuHoM!

MpunoxeHne N 3
NAMATKA Ans POAUTENEN O6 UHOOPMALIMOHHOW BE30MACHOCTU AETEN

OnpepneneHue TepMuHa "MHdOPMaLMOHHas Ge3onacHocTb Aeten" cogepxuTtcs B PegepanbHoMm 3akoHe N
436-93 "O 3awmTe geter oT MHAOPMaLMK, NPUYUHSIOWEN Bped WX 340POBbI0 U pasBUTUID", perynnpyroLmm
OTHOLLEHMS, CBSAI3aHHbIE C 3alMTON AeTen OT MHopMaLuK, NPUYNHAIOLWEN Bpea UxX 340POBbI0 U (Mn) pasBuTuio.
CornacHo gaHHOMY 3akoHy "WMHMopMauuoHHasi 6e3onacHOCTb AeTer” - 3TO COCTOSIHME 3alUMLLEHHOCTU, Npu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYMHEHUEM MHAOPMaLVEN Bpeaa Nx 30opoBbio U (Mnn) dorsndeckomy,
NCUXNYECKOMY, AYXOBHOMY, HPDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 nHdopmaumein, npuUMHSIOLWLEN Bpes 300pOBb0 U (MNKN) pasBUTUIO
aeten, sBnsaeTcs:

1. nHpopmaums, 3anpeLLeHHas ansa pacnpocTpaHeHus cpeaun geTen;

2. vHdopMauus, pacnpocTpaHeHWe KOTOPOM OrpaHWyeHO Cpeau JdeTen OnpedernieHHbIX BO3PaCTHbIX
KaTeropun.

3. K nHpopmaummn, 3anpeLLeHHon ans pacnpocTpaHeHnsa cpean geTen, OTHOCUTCS:

4. uHdopMauusa, nobyxaallas OeTell K COBEpPLUEHUIO OEWCTBUI, NPpeAcTaBnsioWmUX Yyrpody UX >XU3HU U
(Mnu) 300poBbIO, B T.4. NPUYMHEHMIO Bpeaa CBOEMY 340POBb0, CaMOyOUIACTBY;

5. cnocobHOCTb BbI3BATb Yy neTen xenaHue yl'IOTpe6I/ITb HapKoTU4eCcKne cpeacrtBa, NCUMXoTponHbie U (VIJ'IVI)
oJypMaHuBawuime BellecTBa, TabauyHble n3genus, aJlkKOroJsibHyt0 1 cnuptocogepallyo npoaykuno, nmeo u
HaMNUTKn, n3rotaBjimBaemMblie Ha €ro OCHOBE; MNPUHATb y4YacCcTue B a3apTHbIX Urpax, 3aHUMMaTbCA I'IpOCTVITyu,VIGﬁ,
6p0ﬂ,ﬂ)KHVI‘-IeCTBOM nnn HOHpOLuaVIHquCTBOM;

6. obocHoBbIBawLWas unu onpasgbiBaloLas [OMNYCTUMOCTb Hacunua W (AnM) >KeCTOKOCTU  nnbo
nobyxgarLas ocyLeCTBAATb HACUMNBbCTBEHHbIE AENCTBUSA MO OTHOLLEHWUIO K NIIOAAM U XXMBOTHbBIM;

7. oTpuuariad ceMelHble LLEHHOCTU U c*)opMley}ou.l,aﬂ HeyBaXeHne K poautenam u (VIJ'II/I) OPYruMm YrieHam
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CEMbU;
8. onpaBabiBaloLasi NPoOTUBONPaBHOE NOBEAEHUE;
9. cogepxawasi HeLleH3ypHyto BpaHb;
10. cogepxallasa nHdopmMaLnio NoOpHorpadnyeckoro Xxapakrepa.

K uHdopmauumn, pacnpocTpaHeHue KOTOpPOM OrpaHn4yeHO cpeau AeTen onpefeneHHoro BO3pacTa,
OTHOCUTCS:

1. VIHd)OpMaLI,I/IFl, npencraenaemMas B sunae |/|306pa>KeH|/|;| nnm onmncaHmaA XeCToKoCTH, d)l/l3|/1‘-IeCKOF0 n (I/IJ'IVI)
NCUXMNHYECKOIro Hacunu4, npectynneHna nnn NHoro aHTNOOLLIECTBEHHOIO AENCTBUS;

2. BbI3blBaOWaa y OeTen cTpax, y)Kac WIu MaHWKy, B T.4. NpeacTaBnsiemMas B Buae M300paxeHus wnu
ONMcCaHUs B YHWXKaloLeh 4enoBeyeckoe [AOCTOMHCTBO ()OpMe HeHacunbCTBEHHOW CMepTun, 3abonesBaHus,
camoybuncTea, HECHaCTHOrO Criyyasl, aBapum unm katactpodbl 1 (Mnn) nx NOCNeaCTBUN;

3. npeactaBnseMas B BuAe WU300paKeHUs WU OMUCAHWUS MOJSOBbIX OTHOLUEHUA MeXZy MYXYMHON U
>KEHLLUMHOWN;

4. cogepxalyas 6paHHble CroBa W BblPaXeHWsl, He OTHOCALLMECS K HELLEH3YPHOW BpaHu.

C y4eToOM 3TOro Bam npegnararTcAa npasuna pa6OTbI B CceTn MHTepHeT ana pasfimyHblX BO3PACTHbIX
KaTeFOpl/IIZ, cobntogeHne KOTOpPbIX MO3BOJINT obecneuntb VIH(bOpMaLI,VIOHHyPO ©e3onacHOCTb BalUMX OeTEN.

O6wue npaBuna ans poaurtenemn

1. HesaBucrmo oT Bo3pacTa pebeHka Mcronb3ayiiTe nporpaMMHoe obGecreyeHne, noMmoratowee punbTpoBaTh
N KOHTPONMPOBaTb MHOPMALIMIO, HO He MoraraiTech MofHOCTLI0 Ha Hero. Balle BHMMaHWe K peGeHKy - rnaBHbIi
MeTO[ 3alLUThI.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha OAHOM M3 couumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMATENbLHO N3y4YUTE, Kakyro MHAPOPMaLMIO NOMELLAIOT €ro y4acTHVKU B CBOMX NPOUsX U
6norax, Bknoyas dotorpadmmn 1 BUAEO.

3. lMpoBepbTe, C KakUMU OPYrMMW CaTamu CBsi3aH couumarnbHbii cepBuc Bawero pebeHka. CTpaHudku
Bawero pebeHka moryT 6bITb 6€30MacHbIMK, HO MOTYT U COAEPXKaTb CChIIIKM Ha HeXernaTenbHbIe U OnacHble CanTbl
(HanpumMep, NOPHOCANT, UM CalT, HA KOTOPOM APYr YNOMUHAET HOMep COToBOro tenedoHa Bawero pebeHka unm
Baw pgomaluHumi agpec)

4. |_|OOLL|,p$|IZTe Bawwux geteit coobuwaTtb 060 BceEM CTpaHHOM U oTTarkumeawLwieMm U He CIIULLKOM OCTpO
pearvlpyl7|Te, Korga OHu 3TO genarkwT (VI3-3a onaceHuna noTepATb 40CTyN K MHTepHeTy OETN HE TOBOPAT poaUTENAM
o r|po6nemax, a TakXe MOoryT Ha4daTb UCnosb30oBaTb MHTepHeT BHE AoMa U LIJKOJ'IbI).

5. bygbTe B Kypce ceTeBoOW xM3HU Bawero pebeHka. VIHTepecynTech, KTO UX Apy3bsi B IHTEPHET Tak e, Kak
MHTEepecyeTech pearnbHbIMU OPY3bAMU.

BospacTt ot 7 go 8 net

B WHTepHeTe pebeHok cTapaeTcs NOCETUTb T€ UIU UHble CalTbl, 8 BO3MOXHO W 4aTbl, paspelleHne Ha
nocelleHne KOTOpbIX OH He nonyyun Obl oT poautenen. oaTtomy poauTensm OcoBeHHO nonesHbl ByayT Te
OTYETbl, KOTOpble MPefoCTaBnsATCa MporpaMMaMyu MO OFPpaHUYEeHulo  ucnomnb3oBaHus WHTepHeTa, T.e.
PoauTenbckuin KOHTPONb UMK TO, YTO Bbl CMOXETE yBMAETb BO BPeMeHHbIX dannax. B pesynbtaTe, y pebeHka He
OyoeT oLlyLleHusl, YTO 3a HUM BeeTCs MOCTOSIHHBIA KOHTPOfb, OAHAKOo, poauTeny OyayT no-npexHemy 3HaTb,
Kakve canTbl nocewjaet ux pebeHok. [eTm B gaHHOM Bo3pacTe o6nagalT CunbHbIM 4yBCTBOM CEMbW, OHU
OOBEpYMBbI M HE COMHEBaKTCA B aBTopuTeTax. OHM NnOOAT urpaTb B CeTEBbIE UrPbl U MyTelwecTBOBaTb MO
VHTepHeTy, NCnonb3ys aNeKTPOHHYI0 NOYTY, 3aX0A4UTb HA CaWTbl U YaTbl, HE PEKOMEHAO0BAHHbLIE POAUTENSAMMU.
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CoBeTbl No 6e3onacHocTv B ceTn MIHTEpHeT Ansa aeten 7 - 8 net

1. CospgaiiTe CNMCOK AOMalUHMX MpaBwun nocelleHuss MHTepHeTa npu ydactum geTer u Tpebyite ero
BbINOMHEHUS.

2. Tpebywte ot Bawero pebeHka cobniogeHns BpeMeHHbIX HOPM HaxoXAeHUs 3a KOMMNbloTepoM. NokaxuTe
pebeHky, 4To Bbl Habniogaete 3a HUM He noTtomy 4To Bam ato xouetcsi, a noTomy 4YTto Bbl BecnokouTech O ero
6e30nacHOCTM 1 Bceraa rotoBbl €My NMOMOYb.

3. KomnbloTep ¢ nogkntodeHnem K VHTepHeTy OOMKeH HaxoauTbCA B OOLlel KOMHATe nog npyvcMOTPOM
poauTenen.

4. Vicnonb3ywTe cneumanbHble AeTCKUEe MOUCKOBbIE MaLLMHBI.

5. WUcnonbayiite cpeacrtea GnokuMpoBaHMA HexernaTernlbHOro KOHTEHTA Kak AOMOJSIHEHME K CTaHZapTHOMY
PoantenbckoMy KOHTPOSTHO.

6. Co3pgainTte ceMenHbI SNEKTPOHHbBIN ALWUK, YTOObI HE NO3BONUTL AEeTAM UMETb COOCTBEHHbLIE agpeca.

7. Bnokvpyite gocTyn K cantam ¢ GecnnaTHbIMU MOYTOBLIMU SLUMKAMU C MOMOLLbIO COOTBETCTBYHOLLETO
NnporpaMmMHoOro obecneyeHus.

8. Mpuyunte geten coseToBaTbCs ¢ Bamu nepen onybnvkoBaHneM kakon-nnbo mMHgopmMauun cpeactsamm
3NEKTPOHHOW MOYThI, YaTOB, PErMCTPALIMOHHBLIX POPM 1 NPOUNEn.

9. Hayunte peTeli He 3arpyxaTtb hairnbl, nporpaMMbl UM My3biKy 6e3 Ballero cornacus.
10. He paspeluainte getsiMm Ucnosnb3oBaTtb CNyXObl MTHOBEHHOTO OOMeHa COOBLLIEHMAMM.

11. B "Genbii" CNUCOK CavToB, paspelleHHbIX AMS MNOCELleHNsi, BHOCUTE TOMbKO CaWTbl C XOPOLUEN
penyTaunen.

12. He 3abbiBaniTe 6ecenoBaTtb ¢ oeTbMu 00 Ux Apy3bsix B VIHTepHeTe, Kak ecnu Obl peyb LWina o Apy3bsx B
peanbHON XU3HW.

13. He pgenavite "taby" 13 BonpocoB NoONOBON XN3HW, Tak kak B IHTepHeTe AeTu MOryT Fierko HaTKHYTbCS Ha
nopHorpaduio nnn canTbl "onsa B3pocnbIx"”.

14. MNpuyunTe Bawero pebeHka coobuiaTb BaM O fHOObIX Yrpo3ax unmn TpeBorax, CBA3aHHbIX ¢ IHTEpHETOM.
OcTaBanTeCcb CMOKOWHBIMW U HanoMHWTE OeTAM, YTO OHM B Ge3onacHOCTW, eCcivM caMy pacckas3anu Bam O CBOWX
TpeBorax. [oxBanuTe ux 1 NOCOBETYNTE MNOAOWTU eLle pa3 B NogobHbIX criyyasx.

BospacT geteit ot 9 oo 12 net
B OaHHOM BoO3pacTe AeTu, KakK MnpaBuio, yXe HachbillaHbl O TOM, Kakada I/IHq.)OpMaLI,I/IH cyulecTtByeT B
MHTepHeTe. COBepLLIeHHO HOpPpMaJibHO, YTO OHM XOTAT 3TO YBUAOETb, MPOYECTb, YClbllWaTb. |-|pl/l 9TOM HYXHO

NMOMHUTb, YTO AOCTYMN K HeXenaTtellbHbiIM MaTtepuanam MOXHO Jerko 3a6J'IOKI/IpOBaTb npu nomolin cpencrts
Poautenbckoro KOHTpPONNA.

CoBeTbl N0 6e3onacHocTV Ana geten ot 9 oo 12 net

1. CospganTte cnNuCOK OOMAalUHWX MNpaBun noceweHnsa VHTepHeT npu ydacTum getenm u TpebyinTte ero
BbINOJIHEHUA.

2. TpebynTte oT Bawero pebeHka cobnogeHnst HOPM HaXOXAEHNST 32 KOMMBIOTEPOM.

3. Habntogante 3a pebeHkom Mpu paboTe 3a KOMMNbOTEPOM, MOKaXMTe eMy, 4To Bbl GecnokouTtecb O ero
6Ge3onacHOCTV 1 BCeraa rotoBbl okasaTb eMy NMoMOLLb.
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4. KomnbloTep ¢ nogknioyeHnem B WHTepHeT AQormkeH HaxoauTbCcA B OOLen KOMHaTe nog npuCMOTPOM
poauTenen.

5. Wcnonbayiite cpeacrtea GnokuMpoBaHMS HexernaTerlbHOro KOHTEHTa Kak AOMOJSIHEHME K CTaHZapTHOMY
PoantenbckomMy KOHTPORIO.

6. He 3abbiBaniTe npuHMMaTh HENOCPEACTBEHHOE ydYacTue B XusHu pebeHka, 6ecenoBaTb C AeTbMU 00 KX
Opy3bsix B VIHTepHeTe.

7. HactauBanTte, 4TOObI A€TK HUKOTAA HE cornallanmnch Ha NMYHble BCTPEYM C ApY3bsAMM MO VIHTEPHETY.
8. MNo3BonanTe geTam 3axoguTb TOMbKO Ha canTbl U3 "6enoro” cnucka, KOTOpbIn Co3ganTe BMECTE C HAMM,

9. MpuyunTte geTen HUKOr4a He Bbl4aBaTb JIMYHYHO MHAOPMALNIO CPpeacTBaMy ANIEKTPOHHOWM MOYThI, YaToB,
CUCTEM MIHOBEHHOrO 06MeHa COOBLLEHNSAMM, PETNCTPALMOHHBIX POPM, NINYHBIX NPOUNEn n Npy perncTpaummn Ha
KOHKypCbl B IHTepHeTe.

10. MpuyunTe geten He 3arpyxartb nporpammbl 6e3 Bawero paspeleHus. OObACHUTE UM, YTO OHU MOTyT
Crny4YanHo 3arpy3uTb BUPYChl UK OpYroe HexenaTenbHoe nporpaMMHoe obecneveHue.

11. Co3spaite Bawwemy pebeHKy orpaHUYeHHYH0 YUYeTHYI0 3anuch Ansi paboTbl Ha KOMMbIOTEPE.

12. NpwuyynTe Bawero pebeHka coobliaTb BaM O fHOBLIX yrpo3ax unun Tpesorax, CBA3aHHbIX ¢ HTepHeTOM.
HanomHuTe getsam, 4To oHU B 6e30nacHOCTU, ecnmn caMmn pacckasany BaMm O CBOMX TpeBOrax u ornaceHumsix.

13. Pacckaxunte getam o nopHorpadumn B UHTepHeTe.

14. HactamBanTe Ha TOM, 4YTOObLI AETWN NPeaoCTaBNANM BaM LOCTYN K CBOEN 3MEKTPOHHOW noyTe, YTobbI Bbl
yb6egunuck, YTo OHM He OOLLaTCs C HE3HaAKOMLAMM.

15. OGbsACHUTE OETAM, YTO Hemnb3s MCMosb30BaTb CEThb AN XYNUraHCTBa, pacnpocTpaHeHusl CrneTeH Unm
yrpos.

Bospact geteit ot 13 go 17 netr

B aToM Bo3pacTe nogpocTkM akTUBHO MCMOSb3YHOT NMOUCKOBbIE MalUVHbI, NOMb3YHTCS SMEKTPOHHONM MOYTOW,
cny>k6amy MrHOBEHHOro obMeHa COOGLLEHUSIMU, CKauMBaloT My3blky M unbMbl. Manbyvkam B 3TOM BO3pacTe
Gornblle Mo HpaBy CMeTaTb BCE OrpaHWYeHusl, OHW >XaxayT rpyboro tomopa, as3apTHbIX Urp, KapTUHOK "ans
B3pocnbix". [1eBoYkM npeanoynTalT obwaTtbCs B 4aTtax, Npu 3TOM OHM ropasgo Goree 4YyBCTBUTENbHbI K
cekcyarbHbIM JoMoraTenbcTBam B MIHTepHeTe.

3ayacTyto B J@aHHOM BO3pacTe pPoAUTENSM Ye BeCbMa CIOXHO KOHTPONMPOBaTb CBOUX AETEN, Tak Kak 06
MHTepHeTe OHM YyXe 3HalT 3Ha4MTenbHO Oonblle CBOUX poauTenen. TeM He MeHee, He OTnycKanTe OeTen B
"cBobOogHOe nnaBaHue" no NHTepHeTy. CTapanTech akTMBHO y4acTBOBaTh B 00LeHnn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnogate npasuna WHTepHeT-6e30nacHOCTM - cornalwleHne Mexagy
poautenamm n geteMu. Kpome Toro, HeOBXOAMMO KakK MOXHO Yalle npocmaTpuBaTtb OTYETbl O AEATENbHOCTU
aeten B WHtepHete. CrnegyeT obpaTuTb BHUMaHWE Ha HeEOBXOOAMMOCTb COOEepXXaHus poauTenbCKUX Maponew
(naponew agMUMHUCTPaATOPOB) B CTPOrOM CEKpeTe 1 06paTuTb BHMMaHWe Ha CTPOroCcTb 3TUX Naponen.

CoBeTbl No 6e3onacHocTM B 9TOM Bo3pacTe oT 13 go 17 net

1. Co3gainTe CnNMCOK AOMALLHWX NpaBun MnocelleHnst MIHTepHeTa npu yyYacTum nodpocTkoB U Tpebyiite
6e3ycrnoBHOro ero BbinonHeHus. O6rosopuTte ¢ pebeHKOM CMMCOK 3anpeLUeHHbIX canToB ("4epHbIi cnMcoK"), Yachl
paboTbl B IHTEpHETE, pyKOBOACTBO MO 00w eHuo B UHTepHeTe (B TOM Yncne B YaTax).

2. KomnbtoTep ¢ nogkntodeHnem Kk cety MIHTepHeT JomkeH HaxoanTbes B obLuen komHare.

3. He sabbiBante Gecenosatb C AeTbMU 06 MX [Apy3bsAX B VIHTEpHETe, O TOM, YeM OHU 3aHATbl TaKuM
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obpasom, 6GyaTo peyb MOeT o Apy3bsix B pearnbHOM xu3Hu. CnpalinBante o nogsx, ¢ KOTOpbIMA AeTn obLiatoTes
NnocpeacTBOM Cryx6 MrHOBEHHOro obMeHa coobLLeHUAMN, YTOBObI yoeamTbes, YTO 3TU NAN UM 3HAKOMBb.

4. Vicnonb3ynTte cpeActBa OOKMPOBaHWS HeXenaTenbHOro KOHTEHTa Kak JOMOSIHEHWE K CTaHOapTHOMY
PoantensckoMy KOHTPOSTHO.

5. Heobxogumo 3HaTb, Kakumu YaTamm nonb3yotca Baww pgetn. [loowpsnTe uvcnonb3oBaHue
MOZEepUPYEMbIX YAaTOB U HacTamBanTe, YTOObI AeTH He 06LLanucb B NPUBATHOM peXMMe.

6. HactauBaiite Ha ToM, 4TOObI €T HUKOrOA He BCTpeYanncb JINYHO C OPY3bAMU U3 CETU VlHTepHeT.

7. MNpuyynte geten He BbigaBaTb CBOK JIMYHYHO WMH(pOpMaUMO CpeacTBamMu 3MEKTPOHHOW MOYTbl, YaToB,
CMCTEM MrHOBEHHOro obmMeHa COOOLLEHUSIMU, PErMCTPaLMOHHBIX POpM, NNYHBLIX Npoduner 1 Npu perucTpauum Ha
KOHKypcbl B UHTepHeTe.

8. Mpuyunte pgeTten He 3arpyxaTb nporpammbl 6e3 Bawero paspewerusi. O6bACHUTE UM, YTO OHUM MOTYT
Cry4YalHO 3arpy3uTb BUPYCbl UK OpYroe HexenaTenbHoe nporpaMMHoe obecneveHue.

9. Mpuyuute Balwwero peGeHka coobLuaTb Bam O MOBbIX Yrpo3ax Unu Tpesorax, CBsi3aHHbIX ¢ VIHTepHeTOM.
HanomHute getam, 4To OHM B Ge3omnacHOCTU, ecn camu pacckasanu BaM, O CBOMX Yrpo3ax WIu TpeBorax.
MoxBanuTe NX 1 NOCOBETYITE NOAOUTM eLLe pa3 B NOAOGHbIX Cryyasix.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. [lomornte um 3awmutuTbCs OT cnama. Hayyute
NMOAPOCTKOB He BbigaBaTb B VHTepHeTe CBOEro peanbHOro 3MeKTPOHHOrO agpeca, He oTBeyaTb Ha
HexenaTenbHble NMCbMa U NCMOMb30BaTh CreLmanbHble NOYToBble PUNBLTPHI.

11. MpuyynTe cebsa 3HAaKOMUTLCS C canTamu, KOTOPbIE NOCELLa0T NOAPOCTKN.

12. Hayuute getelt yBaxaTb ApYrvX B MHTEPHETE. Y6eanTech, YTO OHM 3HAIOT O TOM, YTO NpaBuiia XOPOLLEro
noBeAeHVs AeNCTBYIOT Be3ae - Aaxe B BUPTYanbHOM MUpe.

13. OOGbAcHWTE [peTaMm, 4YTO HM B KOEeM Criydyae Henb3sa wucnonb3oBate CeTb [ns  XynuraHcTea,
pacnpocTpaHeHus CnreTeH Unmn yrpos Apyrum foasim.

14. ObcyanTe ¢ NoApoCcTKaMu NPoGreMbl CeTEBbIX asapTHbIX UIP M UX BO3MOXHbIN puck. HanomHuTte, yTto
[AeTV He MOTYT UrpaTb B 3T UrPbl COMMAcHO 3aKOHY.

[MOCTOAHHO KOHTpONUPYWTE Ucnonb3oBaHne MHTepHeTa Bawum pebeHkom! 3To He HapyLleHue ero IMYHOro
NpOCTpaHCTBa, a Mepa NpeaoCTOPOXHOCTU U NposiBNeHue Baluer poaMTenbCcKon 0TBETCTBEHHOCTM 1 3a00Thl.
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